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Bittorrent is a peer-to-peer protocol designed for the distribution of large digital 
files across a network of decentralized peer nodes. BitTorrent relies on mutual 
peer cooperation to ensure success and dominance as a preferred method for 
the sharing of digital data. BitTorrent is a form of peer-to-peer (P2P) file sharing, 
which has generated much interest in popular culture. Created, released and 
refined on a free software model the BitTorrent protocol is an evolutionary P2P 
design internalizing the very foundations of hacker culture. While most academic 
study of Bittorrent is concentrated in the computer science field, there are many 
other interesting angles to examine. The protocol’s implications for libraries in the 
digital age are enormous. In this paper we will explore the BitTorrent revolution 
and consider this disruptor technology from a socio-technical perspective. 
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Introduction 
 
 
BitTorrent is a peer to peer file sharing protocol that has emerged as a 
dominant player in the twenty-first century world of digital information exchange. 
Rooted in the hacker culture, BitTorrent is an offshoot of two hacker culture 
mother plants which have been growing steadily for the last four decades. These 
mother plants from the hacker culture are peer-to-peer-architecture (P2P) and 
the free software/open source movement. BitTorrent is an evolutionary offspring 
from these important movements and is an example of a functioning and highly 
successful P2P architecture.  
BitTorrent’s dominance as a peer to peer file sharing protocol is 
demonstrated by its rate of deployment across networks (Karagiannis, Broido, 
Brownlee, Claffy, & Faloutsos, 2004). The protocol enjoys great success among 
a diverse user population and has become a preferred method for large file 
transfer among peer nodes involved in peer to peer file distribution. BitTorrent 
has entered the digital psyche of popular culture and claims a diverse user base 
actively deploying and utilizing this protocol on a daily basis. The segments of 
popular culture interested in BitTorrent include the entertainment industry, 
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software developers, academic researchers, the media, diverse content 
distributors (e.g. software, games, video, audio etc.), libraries and most 
importantly, the BitTorrent user community.  
BitTorrent is a disruptive technology and the protocol is radically redefining 
how content is stored and distributed in the digital age. Although earlier file 
sharing systems such as Napster were also disruptive, BitTorrent is much more 
than a means to trade files of questionable legality. The power of BitTorrent is the 
protocol’s ability to harness the processing power of all connected peer nodes 
involved in specific file sharing, creating the ability to distribute server load across 
a vastly wider network. The BitTorrent protocol accomplishes massive 
decentralized distribution by fingerprinting files and then chunking them into 
many smaller segments which are then passed among connected peers in a “tit 
for tat” exchange (Cohen, 2003, p. 1). BitTorrent takes full advantage of the 
nature of peer to peer transfer and more fully realizes the goal of decentralized 
distribution of content.  
As a model of file transfer BitTorrent’s peer to peer architecture is 
reminiscent of the original ARPANET model of egalitarian node communication 
designed in the 1960s (Minar & Hedlund, 2001). In the ARPANET model network 
nodes ran software that acted as both client and server. Depending on the type 
of connection between nodes (often a modem), these machines forwarded data 
on to requesting peers while simultaneously downloading desired data from 
peers connected to them. The ARPANET model spurned further development in 
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peer to peer research. Usenet which initially functioned on a point-to-point 
protocol called UUCP (Unix-to-Unix protocol) is one example of this continued 
development (Minar & Hedlund, 2001).  
In the late 1980s and early 1990s, the ARPANET model of egalitarian 
peer networking was surpassed by a new model for file transfer called client-
server. The client-server model created two distinctly different types of nodes, the 
server and the client each with its own specific responsibilities (Edelstein, 1994). 
The client-server model became popular due to the adoption of relatively low-
cost personal computers, the exponential growth of LAN technology and the birth 
of the commercial Internet. Currently in 2005 the client-server model remains a 
dominant form, but increasingly it is being challenged by P2P and distributed 
architecture such as BitTorrent. 
While the client -server model offered many advantages over previous 
monolithic systems, its performance begins to deteriorate under certain 
conditions. Server load and bandwidth consumption increase as a site gains 
popularity. User demand can only be satisfied by bringing additional resources 
online in the form of additional (and costly, and more complex) load-balancing 
servers and network bandwidth.  Since bringing hardware resources online is 
how the client-server model scales, unexpectedly heavy traffic can become a 
problem especially when servers are hit by “flash” crowds.  
While there are some new hybrid models of client-server and peer to peer 
architecture design being proposed to handle flash crowd traffic for http content 
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delivery (Patel & Gupta, 2004), (Sherwood, Braud, & Bhattacharjee, 2004), the 
alternative is to use BitTorrent which scales well and handles flash crowds (Izal 
et al, 2004, p. 5). BitTorrent’s creator, Bram Cohen, stated that the scaling 
bottleneck of the protocol appears to be the bandwidth overhead of the tracker, a 
sever used in BitTorrent (Cohen, 2003); aside from tracker limitations the 
maximum scaling potential of BitTorrent may relate only to the limitations of 
various ISP network load capacities. 
Due to its popularity some ISPs have begun to limit BitTorrent traffic 
indicating that certain networks are already being strained by multiple concurrent 
BitTorrent streams. Incidentally, since BitTorrent scales well and the protocol’s 
efficiency increases in lockstep with peer interest, files of low interest can be 
problematic for retrieval. This highlights a weakness of the BitTorrent protocol. Its 
ability to scale does not apply to low interest files and such low interest files can 
be problematic to find and download in the network.  
BitTorrent’s efficiency is a driving reason why the protocol is a preferred 
method of data distribution for large files. At its core, BitTorrent and other P2P 
technologies work phenomenally well because of their efficiency in design and 
utilization. In his book Free Culture Lawrence Lessig comments “Peer-to-peer file 
sharing is among the most efficient of the efficient technologies the Internet 
enables” (Lessig, 2004, p. 17). Similarly Cooper states “…decentralized peer-to-
peer networks have become the dominant form of Internet communication 
because they are vastly more efficient” (Cooper, 2005, p. 1).  
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Methodology 
  
 The field of Library and Information Science embraces both quantitative 
and qualitative research. Currently, there is a push underway for more 
quantitative research in the field under the notion that this will advance the 
reputation of LIS. While the well worn rut of survey analysis is appealing for 
producing acceptable quantitative research for the field, a more exploratory 
qualitative analysis was sought for this paper. 
 The methodology for this paper is participatory observation and involved 
my active participation and immersion in the P2P user community. The BitTorrent 
protocol and related systems and software were thoroughly examined, observed 
and tested over a period of several months. I tested multiple versions of client 
software, searched and/or browsed dozens of tracker hubs, downloaded test 
torrent files and informally benchmarked the protocol over connections of varying 
bandwidth (DSL, 10Mbps wireless, 100Mbps Ethernet).  Additional analysis 
included monitoring numerous websites dedicated to BitTorrent and P2P 
technologies; the creation of sample .torrent files; active seeding of files for the 
BitTorrent network; and participating in message board discussion pertaining to 
BitTorrent.  
To supplement my active participation and immersion in the BitTorrent 
community, I sought out diverse academic research related to this technology. 
Websites, books, and media related to BitTorrent and other file sharing 
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technologies were examined to place BitTorrent in a historical and social 
perspective.  
Qualitative research creates inherent biases since the observer (me) is the 
scientific instrument, and I have made every effort to remain objective and not 
pass judgment on users or the legal ramifications of their behavior. 
 
The Impact of BitTorrent  
 
Initially witten by Bram Cohen and subsequently tweaked by countless 
others, BitTorrent is the sum of many minds and is a dynamic protocol with very 
active development. As of April 2005 the most current version of the protocol is 
4.0.1 (BitTorrent, 2005).  BitTorrent is currently deployed and implemented via an 
array of client and tracker software almost all of it released under GPL, MIT, or 
other similar free and/or open source software licenses. Many of various client 
and tracker software can be located at open source archives like Sourceforge.net 
(Sourceforge, 2005) by running a search on “BitTorrent”. Helpful frequently 
updated FAQs include the official one from bittorrent.com as well as Brian’s BT 
FAQ (Dessent, 2005). These FAQs are maintained and updated to assist new 
users in implementing the protocol and serve as handy reference guides for 
tracking changes in newer releases. 
Indicative of its success, BitTorrent is being recognized as one of the 
fastest growing sources of backbone traffic across multiple networks. Although it 
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is hard to estimate exact BitTorrent loads on network TCP/IP traffic, recent 
studies suggest it is impressive (Pouwelse, Garbacki, Epema, & Sips 2004, p.1). 
One recent study claimed BitTorrent is now the dominant P2P application in use 
based on major ISPs monitoring in Europe, the US, Latin America, and Asia 
(Cachelogic, 2004, research, slide 13). Indeed, some see BitTorrent and other 
peer to peer systems as the “…leading ‘growth app’ of Internet traffic workload” 
both over the last several years and into the future (Karagiannis, Broido, 
Faloutsos, & Claffy, 2004, p. 121).  
 In their analysis of P2P file sharing traffic, Sen and Wang made a 
compelling argument that the rapid growth in decentralized file sharing systems 
like FastTrack, Gnutella, and Direct Connect is having a significant impact on the 
majority of web traffic being observed (Sen & Wang, 2004, p.231). In a similar 
study released about the same time, Sen and others again examined peer to 
peer traffic across TCP payload and this time focused on the Gnuetella, 
eDonkey, DirectConnect, Kazaa and BitTorrent protocols (Sen, Spatscheck & 
Wang, 2004).  
In the second study by Sen et al, the researchers demonstrated the 
capability of being able to recognize the BitTorrent protocol via packet header 
identification from the initial handshake and subsequent packet traffic across 
client to client communication (they ignored client to tracker traffic as negligible). 
One possible flaw in this study was the focus on traditional BitTorrent 
communication ports 6881-6889 (Sen et al, 2004, p. 512). Many current versions 
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of BitTorrent clients listen and transfer outside this port range possibly as a result 
of certain ISPs and network administrators attempting to throttle BitTorrent traffic 
across these ports. Regardless of their accuracy relative to false positives or 
missed traffic, these studies demonstrate the growing research interest in 
volumes of peer to peer traffic across networks. 
 
How BitTorrent Works 
  
 As previously explained, BitTorrent’s design makes it extremely efficient in 
the sharing of large data files among interested peers.  Looking under the hood, 
BitTorrent is a protocol with some complexity where modeling is useful to gain a 
better understanding of its performance (Qiu & Srikant, 2004, p. 368, 2004).  
BitTorrent scales well and is a superior method for transferring and disseminating 
files between interested peers while limiting free riding (peers who download but 
do not upload) between those same peers (Qiu & Srikant, 2004, p. 374). 
BitTorrent’s is based on a “tit for tat” reciprocity agreement between users that 
ultimately results in pareto efficiency (Cohen, 2003, p. 1). Pareto efficiency is an 
important economic concept that maximizes resource allocation among peers to 
their mutual advantage (Wikipedia, pareto, 2005). Pareto efficiency is the crown 
jewel of BitTorrent and is the driving force behind the protocol’s popularity and 
success. Cohen’s vision of peers simultaneously helping each other by uploading 
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and downloading has been realized by the BitTorrent system (Pouwelse, 
Garbacki, Epema & Sips, 2004).  
 The protocol shares data through what are known as torrents.  For 
a torrent to be alive or active it must have several key components to function. 
These components include a tracker server, a .torrent file, a web server where 
the .torrent file is stored and a complete copy of the file being exchanged. Each 
of these components is described in the following paragraphs.  
The file being exchanged is the essence of the torrent and a complete 
copy is referred to as a seed.  A seed is a peer in the BitTorrent network willing to 
share a file with other peers in the network. Why seed owners choose to share 
their files is debatable, as the BitTorrent protocol does not reward seed behavior 
(Shevik, Goebel, & Plagemann, 2004, p. 208).  In fact, some researchers believe 
the protocol lacks any incentive mechanism for encouraging seeds to remain in 
torrents (Qiu and Srikant, 2004, p. 368). Some argue that the lack of incentive in 
the protocol is a fundamental design flaw that leads to the punishment of seeds 
(Pouwelse et al, 2004). 
 Peers lacking the file and seeking it from seeds are called leechers. While 
seeds only upload to leechers, leechers may both download from seeds and 
upload to other leechers. BitTorrent’s protocol is designed so leeching peers 
seek each other out for data transfer in a process known as “optimistic 
unchoking”. (Cohen, 2003, p. 4).Together seeds and leechers engaged in file 
transfer are referred to as a swarm. A swarm is coordinated by a tracker server 
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serving the particular torrent and interested peers find the tracker via metadata 
known as a .torrent file. Since BitTorrent has no built in search functionality, 
.torrent files are usually located via HTTP through search engines or trackers. 
  The first step in the BitTorrent exchange occurs when a peer downloads 
a .torrent file from a server. The role of .torrent files is to provide the metadata 
that allows the protocol to function; .torrent files can be viewed as surrogates for 
the files being shared. These .torrent files contain key pieces of data to function 
correctly including file length, assigned name, hashing information about the file 
and the URL of the tracker coordinating the torrent activity (Cohen 2003, p. 2). 
.Torrent files can be created using a program such as MakeTorrent, another 
open source tool available under the free software model (Maketorrent, 2004). 
When a .torrent file is opened by the peer’s client software, the peer then 
connects to the tracker server responsible for coordinating activity for that 
specific torrent. The tracker and client communicate by a protocol layered on top 
of HTTP and the tracker’s key role is to coordinate peers seeking the same file 
for Cohen envisioned “The tracker’s responsibilities are strictly limited to helping 
peers find each other” (Cohen, 2003 p. 2). In reality the tracker’s role is a bit 
more complex as many trackers collect data about peers engaged in a swarm. 
Additionally, some of the newer tracker software being released has integrated 
the functions of the tracker and .torrent server. 
Leechers and seeds are coordinated by the tracker server and the peers 
periodically update the tracker on their status allowing the tracker to have a 
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global view of the system (Izal, et al, 2004 p. 2). The data monitored by the 
tracker can include peer IP addresses, amount of data uploaded/downloaded for 
specific peers, data transfer rates among peers, the percentage of the total file 
downloaded, length of time connected to the tracker, and the ratio of sharing 
among peers. Usually a tracker coordinates multiple torrents and the most 
popular trackers are busy coordinating thousands of swarms simultaneously. 
It should be noted that .torrent files are not the actual file being shared; 
rather .torrent files are the metadata information which allow which trackers and 
peers to coordinate their activities. As previously mentioned, the complete file is 
actually stored on peer seed nodes and not the tracker server. Since .torrent files 
are small and require little space to store, one server can easily host thousands 
of .torrent files without prohibitive server or bandwidth requirements. There is 
some issue with bandwidth usage to host a tracker, however, especially if the 
tracker becomes popular and begins to see heavy usage. Regardless, the 
tracker’s bandwidth requirements are much less than hosting the complete files 
in a traditional client-server model such as one would encounter with an FTP site. 
While trackers and .torrent files serve as mechanisms to assist the 
BitTorrent protocol, the process of actually transferring data is handled by the 
peers engaged in the swarm. Cohen’s vision of “tit for tat” is the sole incentive 
measure he saw necessary for the protocol’s success. Peers seek tit for tat 
behavior from others and discourage free riding by a “choke/unchoke” policy 
(Izal, et al 2004 p. 2). This choke policy uses a process known as “optimistic 
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unchoking” to constantly seek other swarm peers who may have more beneficial 
connections to offer an interested peer (Cohen, 2003 p. 3).  
There has been some research of the tit for tat algorithm by modeling 
rational users whose behavior is then studied (Shneidman, Parkes, & Massoulie, 
2004). This work defined rational users as those peer nodes manipulating their 
client software beyond default settings (Shneidman et al, 2004 p. 223). The fact 
that many newer BitTorrent clients allow for custom tweaking of specific upload 
or download speed indicates that perhaps the original tit for tat coding was too 
good, and thus detrimental to other peer node functions such as normal HTTP 
traffic. Some BitTorrent FAQs recommend limiting uploads to approximately 80% 
of known capacity (Dessent, 2005, speed) and personal tests indicate this 
strategy does benefit download speeds. 
The final important aspect of the BitTorrent protocol’s architecture is its 
use of a “rarest piece first” algorithm when a peer begins a file download. The 
rarest first algorithm has as its goal the uniform distribution of data across peers, 
also known as the “endgame mode” (Qiu and Srikant, 2004 p. 368). A rarest first 
policy requires a seed to upload new file chunks (those not yet uploaded to a 
swarm) to the newest peer connecting to a torrent. This policy encourages 
distribution of the file further across peer nodes. (Cohen, 2003, p. 3). The rarest 
first algorithm is an interesting aspect of BitTorrent that when combined with 
optimistic unchoking may explain why the protocol has achieved such success. 
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Evolution of P2P Protocols 
 
The creation of BitTorrent as a later generation P2P design exemplifies 
the dynamic nature of modern networks as well as the rapid evolution that has 
occurred in this area of Internet culture. Although BitTorrent is currently one of 
the most popular peer to peer protocols for large file transfer, it was not the first 
and is certainly not the last one to emerge on the file sharing scene. A brief 
history of peer to peer protocols created in the last few years is helpful for placing 
BitTorrent within a historical context. 
 The first generation of modern P2P file sharing systems began in 1999 
with Napster (Napster, 2005) whose establishment marked “…the first 
commercial peer-to-peer file sharing system to achieve global market 
penetration” (Vaidhyanathan, 2004 p. 34). Napster’s morning star opened a new 
frontier in digital information exchange but also placed the model on a collision 
course with large corporate intellectual property interests. Napster’s weakness 
was its centralized indexing system, which required users to access central 
servers while seeking desired files. This centralized model ultimately made 
Napster liable for copyright infringement prosecution. In 2001 US courts found 
the system in violation of US laws and ordered it shut down (Electronic Freedom 
Foundation, Napster Cases). 
Napster was merely the initial leak in the levee holding back the swift and 
deep waters of the coming BitTorrent copyright infringement flood. Software and 
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code developers working on other P2P file exchange systems recognized the 
weakness in the Napster model of central servers for file sharing which resulted 
in the creation of the so called second generation protocols of P2P file transfer 
architecture. These new systems proved to be both popular and successful and 
included Gnutella, FastTrack, and DirectConnect (Wang, 2004 p. 23-28).  
A major goal of the post-Napster P2P development community was the 
decentralization of the file sharing to the maximum degree possible. This second 
generation focus on decentralization aimed to reduce common points of liability 
and/or control by establishing a system of super nodes acting in a loose coalition 
of indexing servers. Super nodes (also called ultra peers) provided the search 
mechanism in second generation protocols while the leaf peers provided the 
content (Renda & Callan, 2004 p. 562). While these second generation systems 
were successful in spreading out the file sharing legal liabilities, they were unable 
to meet user demand for consistent transfer speeds mostly due to bottlenecks in 
the networks.  
The overzealous actions of such anti-piracy firms as Overpeer (Garrity, 
2003 p. 7) resulted in the deliberate flooding of some second generation P2P 
networks with bogus search requests and fake files. The goal of this activity was 
to create user frustration and system deterioration of the targeted P2P networks. 
Certain protocols, for example Kazaa, suffered tremendously from these 
poisoning efforts. Ironically such vigilante actions probably increased the 
migration of users to BitTorrent and eDonkey where fake file flooding is largely 
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unable to cause any disruption in the system (BayTsp, 2004 p. 6). Finally, certain 
clients associated with second generation protocols came prebundled with 
adware and/or spyware resulting in dissatisfaction amongst users, leading them 
to seek out other tools. 
Most second generation systems still mimicked a form of the client-server 
model of file transfer despite their label as P2P.  Although some protocols 
allowed for simultaneous downloads from multiple peers to speed transfer, these 
protocols lacked the ability for peers to upload a file until it had been downloaded 
in its entirety. Some protocols allowed for disrupted transfers to be finished by 
locating additional peers with the same file, but there was no guarantee that a 
given file would be successfully downloaded if the original download were 
somehow interrupted. For the above technical reasons as well as increasing 
legal liabilities for users, second generation systems like Kazaa began to wan in 
user popularity (Cachelogic, 2004, research, slide 13). Many users of these 
systems then migrated to the newly available BitTorrent and eDonkey protocols 
(Karagiannis, Broido, Brownlee, Claffy, & Faloutsos, 2004).  
The BitTorrent protocol has changed the P2P paradigm because of its 
novel swarm technique where all peers are simultaneously uploading and 
downloading smaller pieces of a larger file. By breaking a complete file into many 
smaller chunks transferred across multiple clients BitTorrent seeks pareto 
efficiency among peers by establishing data connections that are mutually 
beneficial (Cohen, 2003, p.4). This use of pareto efficiency in the design is 
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unique and forms the basis of the protocol. While BitTorrent users employ 
swarming technology in the delivery of files across peer nodes daily, researchers 
are exploring other potential uses for swarming protocols to see what future 
applications may be possible (Das et al, 2004). 
 
Role of Free Software and Open Source Collaboration  
  
 BitTorrent was created by Bram Cohen who wrote the source code of the 
protocol. Cohen remains active in the BitTorrent community and maintains a high 
profile in development of the protocol. BitTorrent has evolved considerably since 
its first release at the hacker convention Codecon in 2002 (Wikipedia, BitTorrent) 
and there has been a steady stream of upgraded and reworked versions. Much 
of this activity is due to Cohen’s decision to release his code under various open 
source licensees in the spirit of the free software and open source movements. 
As of BitTorrent 4.0.1 there is a new license with the protocol known as the 
BitTorrent open source license (BitTorrent, 2005, license).  
This idea of releasing source code for free is an integral part of the hacker 
culture and forms the basis of many open source projects. Influential supporters 
of free software and open code accessibility like Richard Stallman have been 
working for decades to get their message out (Stallman, 2002). Many hackers 
involved in open source software development give their software, code and 
work away because they want to give back to the larger community of 
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programmers. For them, karma may come in the form of further development by 
other community members or even financial donations from users looking for 
specific new features. Bram Cohen’s BitTorrent project reflects this hacker 
give/give ideal for as he states on the donations web page for BitTorrent “Give 
and ye shall receive” (BitTorrent, 2005, Donate).   
Since anyone can download and modify BitTorrent’s source code there 
has been a plethora of parallel BitTorrent development trees relating to the client 
and tracker software that use the protocol. A lot of development efforts have 
focused on creating various client GUIs that make using the protocol easier for 
the masses. The diversity of this client software is visible and includes clients 
written in Python, Java, and C++ programming languages. Some of the more 
popular BitTorrent clients are Azureus (Azureus, 2004,  2.2.0.2), BitComet 
(BitComet, 2005,  0.57), BitTornado (BitTornado, 2005,  0.3.11) and the original 
Mainline (BitTorrent, 2005, 4.0.1). In the same spirit as the BitTorrent protocol 
itself, all of these clients are available for free under various GPL or open source 
licensees. 
Another area of heavy developer focus and efforts has been related to 
perfecting the tracker software, a vital component in the BitTorrent architecture. 
Examples of popular tracker software seen on the Internet include BNBT and 
BNBT variants (BNBT, 2004,  8.1) and CBTT (CBTT, 2005,  8.0). Both can be 
found at Sourceforge and are released under GNU or open source licenses.  
Tracker software development appears to be driven by the need to create better 
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search capabilities for BitTorrent users. To that end, some trackers now integrate 
the .torrent file which used to be hosted on a separate server. This concurrent 
hosting strategy allows for the indexing and searching of text within the .torrent 
description metatag. 
 Cohen began his work on BitTorrent in 2001 at a time when he was 
unemployed and spending his time tinkering with personal projects (Thompson, 
2005). BitTorrent’s creation could possibly have been a reaction to the 
exploitative model of software distribution Cohen had encountered in the 
millennial tech bubble world. Cohen had seen much of his work for previous 
employers discarded and his cynicism seems to have been a driving force behind 
his creation of BitTorrent (Thompson, 2005). Whether Cohen released BitTorrent 
under open source license as a response to his corporate experiences is unclear, 
but the open source model certainly offered alternatives not available in his 
previous work settings. 
In retrospect, Cohen states he had no idea the protocol would ever 
succeed and become the extremely popular and robust model of file transfer it is 
today (Peterson, 2005). The overwhelming factor behind BitTorrent’s adoption 
was the decision to originally release the code under the MIT license, followed by 
the BitTorrent Open Source license. Both licenses allow for the use and 
modification of the source code as users see fit, as long as modifications are 
released under the same license as the original. The growth in BitTorrent 
development and deployment is the direct result of Cohen’s licensing decision. 
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 The fact that Cohen chose to release BitTorrent under the Gnu Public 
License (GPL) exemplifies of the success the open source movement in the 
decentralized, individually empowering era of the Internet. The open source 
community thrives on the free exchange of code and algorithms, both of which 
may be infinitely altered, updated, or improved upon via licenses such as the 
GPL. A successful project such as BitTorrent will take on a life of its own and 
spawn a cottage industry of related software development, in this case new client 
GUIs and tracker software.  
 
Authority, Control, Copyright, and Piracy 
 
 At its core, the decentralized model of information exchange encourages 
behavior that resists authoritarianism and encourages individuality.  Flat 
hierarchies are the ultimate expression of decentralization whose motto is: 
“Information wants to be free” (Thomas, 2002. p. 11). When people distrust 
authority, the promotion of decentralization comes naturally because it 
encourages the free exchange of information (Levy, 1984),  
 There is a growing awareness among technology pundits that upstart 
technologies such as BitTorrent are ultimately creating conflict between the 
extremes of authority and anarchy. Mark Cooper believes traditional distributors 
of content in the entertainment industry such as the RIAA can be viewed as 
oligarchs resisting new technologies that threaten their traditionally tight control 
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over distribution (Cooper, 2005 p. 5). Likewise Vaidhyanathan argues P2P 
systems invoke their own ideology and that ultimately “Peer-to-peer technology 
spreads cultural anarchy…” (Vaidhyanathan, 2004 p. 21). The fact that the 
United States Supreme Court recently heard a case focused on a P2P system 
(Grokster via FastTrack protocol) suggests this struggle between authority and 
anarchy has ramifications reverberating to the highest levels of society and 
culture (United States Supreme Court, 2005, docket 04-480) & (Electronic 
Freedom Foundation, 2005, Grokster). 
 The above case has some unique twists that are worthy to mention. The 
fact that Metro Goldwyn Mayer is suing Grokster says much about the current 
legal strategy to combat the free exchange of copyrighted materials. Grokster is 
a software company that offers free and pay versions of its program which seems 
to indicate it operates on a traditional for profit business model (Grokster, 2004). 
As Grokster is a privately held company it presents a palpable legal target. This 
stands in contrast to BitTorrent which has no corporate umbrella and no outside 
advertisements or commercial versions available. 
 Thus far BitTorrent has resisted legal challenges due to its open source 
base (Lyman, 2005). Since BitTorrent is used for perfectly legal applications, 
Cohen has been viewed as legally untouchable in regards to legal suits alleging 
that BitTorrent’s makes copyright infringement too easy. John Malcolm, the 
MPAA’s Senior Vice-President of World-Wide Anti-Piracy Operations, says the 
organization has no problem with BitTorrent as a technological innovation. “Our 
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beef is not with people who develop the technology. It’s with the people that use 
it illegally” (Lyman, 2005). This is not to say that the entertainment oligarchies are 
just passively observing the growth of BitTorrent. The MPAA is taking the lead on 
legal lawsuits against the trackers and .torrent file servers that coordinate torrent 
connections because they view them as the element of the system that are 
vulnerable to legal action. 
In late 2004 and early 2005 the MPAA launched a legal campaign 
demonstrating a “shock and awe” strategy against the BitTorrent community by 
targeting BitTorrent tracker servers. The MPAA used intimidation and their deep 
legal pockets to successfully intimidate several of the most popular trackers 
servers to shut down.  Lokitorrent (LokiTorrent, 2004) and Suprnova (Suprnova, 
2004) were two of these victims. The MPAA blames trackers sites such as 
Lokitorrent and Suprnova for encouraging the illegal sharing of Hollywood 
movies. The MPAA threatened targeted tracker operators with endless litigation 
designed to bankrupt them if they did not voluntarily shut down. This type of legal 
bullying by the entertainment industry has had a chilling effect before as 
demonstrated by the RIAA in earlier cases (Lessig, 2004).  
Reports over the MPAA’s successful takedown of the BitTorrent trackers 
Suprnova and Lokitorrent generated a flurry of activity on P2P websites such as 
Slyck.com as well as numerous blogs. Most of these reports focused on the 
successful legal threats of the MPAA and resulting loss of the two most popular 
trackers (Ingram, 2005). Users of these trackers eulogized yet another victim in 
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the latest P2P scene crackdown (as evidenced by frantic turbo postings on their 
favorite sites), and the issue soon spilled into the popular press who began 
hyping it as the latest salvo in the piracy wars. 
Despite BitTorrent’s original design and current deployment for legitimate 
distribution of content (Cooper, 2005 p. 8) the resulting media coverage 
surrounding the high profile takedowns of Suprnova and LokitTorrent have 
cemented the protocol’s infamy as being deeply connected with digital piracy. A 
recent academic study attempted to track the pirating of movies via the BitTorrent 
protocol with mixed results (Kwok, 2004). It is obvious that BitTorrent is being 
used for piracy purposes but it is less clear why digital pirates embrace the 
protocol so openly. 
While the MPAA lodged its accusation regarding Lokitorrent’s role in 
digital piracy (Lokitorrent, 2004) others are questioning the role that entrenched 
players such as the RIAA and MPAA play in creating “piracy panic” (Cooper, 
2005). The entertainment industry is pressing the panic button because it is 
watching its tight control over content distribution be undermined and replaced by 
a distribution system with no controls whatsoever. Similar to other eras of 
technological innovation and upheaval, BitTorrent is creating tension between 
adopters of the protocol who are eager for it to evolve and traditional parties who 
see BitTorrent as threatening their business’ revenue model.  
 In the most abstract terms, what we are witnessing is the struggle over 
cherished American rights related to democracy, communication, innovation and 
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freedom (Cooper, 2005). The “piracy” label attached to P2P by the MPAA and 
RIAA could be interpreted as a cynical attempt by incumbent powers to destroy a 
nascent technology that it recognizes as a threat. In the end, however, it may not 
matter how hard entrenched players fight because new technologies often lead 
to the inevitable extinction of less efficient technologies. 
Successes such as the Apple Ipod (Apple, 2005, Ipod ) and the second 
generation Napster (Napster, 2005) suggest that there is great potential for 
making money with digital content distribution. The entertainment industry is 
recognizing and debating these new forms of content distribution (Gal & Singer & 
Popkin, 2003 p. 42-45). It is highly likely that institutionalized players could 
benefit by embracing aspects of the P2P distribution model.  Honest people will 
still pay money for a high quality, well organized, well presented product even if 
they could scrounge and find it for free (Gal, et al, 2003).  
 
Relevance to Libraries 
  
 Current academic research involving BitTorrent falls mostly in the realm of 
Computer Science, but the BitTorrent protocol is important to Library Science 
research as well. BitTorrent and other P2P technologies are redefining the 
methods and means of user interaction in the sharing of digital content. Libraries 
can both win and lose in this new P2P frontier and much will depend on how 
institutional library culture responds to the challenge. 
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As a positive technology BitTorrent could benefit large digital libraries such 
as the Internet Archive (Internet Archive, 2005)) or Ibiblio (Ibiblio, 2005) by 
assisting in the distribution of large files and spreading network load off central 
servers. For example, Ibiblio has experienced steady growth in data flows over 
the years (Jones, 2005) traditionally fed by adding server and network capacity to 
the system.  Ibiblio is currently looking to harness BitTorrent technology with their 
Osprey Project (Osprey, 2005). The Osprey project focuses on digital library 
research and demonstrates how BitTorrent can be symbiotic with library culture. 
Another component of the Osprey Project research is attempting to address two 
specific BitTorrent weaknesses, seed file permanence and searchable metadata 
(Reuning & Jones, 2005).   
 As a negative technology, BitTorrent could compete with the sharing ideal 
that forms the foundation of institutional libraries by offering similar content (e.g. 
movies, music, and electronic books) to users who prefer using the BitTorrent 
protocol to retrieve such content. The burden of file storage in BitTorrent is 
dependent upon seed peer nodes that have an entire copy of a given file and 
who are willing to share that file. Nodes that offer seed files for the larger network 
exhibit similar sharing ideals with libraries since their distribution model for 
content is a sharing model. The availability of content on BitTorrent is quite 
diverse and in should be viewed as a decentralized system of multiple digital 
libraries spread out over many nodes.  
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While much of the media’s coverage pertaining to BitTorrent content has 
focused on the trackers that specialize in pirated copyrighted materials such as 
movies, music, television shows, games or software, there are plenty of 
BitTorrent trackers that distribute legal content without copyright violations. For 
example, various distributions of the Linux operating system can be downloaded 
from the Linux mirror project using BitTorrent (The Linux Mirror Project, 2005); 
music files provided by musicians who encourage the free recording and 
distribution of their shows can be located on the BitTorrent tracker known as the 
bt.etree community tracker(bt.etree, 2005).  
 Libraries have long existed for the collection, indexing, retrieval and 
sharing of information. The value of many contemporary libraries is the open 
access to information housed in the library’s collection. BitTorrent networks rely 
on a similar relationship. 
 
 
BitTorrent and Library User Behavior 
 
The natural role of BitTorrent and other peer to peer systems as digital 
libraries is beginning to be studied with some academics proposing “Information 
providers in P2P networks can be viewed as digital libraries.” (Renda & Callan, 
2004, p. 562). The BitTorrent protocol represents a real challenge to the 
classification of what constitutes a library at a time when the LIS field is already 
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struggling to define the term library in the digital age. The rise of P2P systems 
encourages more debate about the definition of digital libraries in the twenty first 
century.  P2P has the real potential to become a key component of tomorrow’s 
digital library. 
  Trackers, seed peers, client software, indexed .torrent files, BitTorrent 
crawlers and the BitTorrent protocol itself satisfy user needs and behaviors 
commonly studied in the library science field. These user needs and behaviors 
familiar to Library and Information Science include browsing, searching, storing, 
retrieving, and disseminating as well as designing the interfaced systems for 
such behavior. Current developmental work in the BitTorrent community is 
focused on improving these areas with the goal of increasing the protocols 
deployment, usability, user satisfaction and evolution. 
Search functionality in BitTorrent is limited by the protocol lacking the 
architectural structure necessary for the indexing and/or searching of content 
(Skevik, et al, 2004). Search is primarily limited to the trackers and/or .torrent file 
servers that index the various .torrent files being offered through the tracker. 
Most of these trackers search text in the .torrent file names when queried by 
users (e.g. SQL database queries via PHP) usually with mixed results.  One 
possible solution to this limited search functionality is the developmental research 
in BitTorrent crawlers (BtBot, 2005), (Towerseek, 2005), (Isohunt, 2005). Many of 
these projects are preliminary and results at this stage appear mixed. One flaw 
with BitTorrent crawlers is they are denied access to a large number of trackers 
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that have user registration requirements. If a crawler cannot log in, it cannot 
index the .torrent files offered through these trackers which substantially limit its 
indexing capabilities. Alternatively BitTorrent searches can be performed using 
standard search engines like Yahoo or Google. 
Poor search results often dictate that users browse tracker content pages 
to locate something of interest. Even the most minimal trackers lacking search 
features still present their .torrent files so they can be browsed, a capability that 
is of much interest to the Information and Library Science fields. Since browsing 
is such an integral part of BitTorrent content search, most trackers now offer 
subcategories of content classification as well as chronological listings of 
torrents. The tracker Snarf-it uses categories such as games, movies, TV, and 
apps along with chronological listing of torrents to assist users in browsing 
(Snarf-it, 2005)). The tracker Bitme offers a “browse” feature and uses such 
categories as e-books, audio, learn key, and documentaries as well as 
chronological listings to assist with browsing behavior (Bitme, 2005). 
Many digital libraries function by using surrogates that reference the actual files 
being stored and distributed. BitTorrent uses surrogate representation with the 
.torrent files which contain metadata about the file being distributed. The 
metadata currently available in the .torrent files has performed admirably for 
BitTorrent functionality, but further development is needed for new metadata 
standards in order to achieve better indexing and searching of content. 
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Future of the Institutional Library 
  
 BitTorrent is not the first technology to foreshadow change in library 
culture although its impact on the institution’s identity could be profound. When 
VHS and compact discs arrived came on the scene in the 1980s, tensions rose 
over what role libraries should play in the collection and dissemination of these 
new media formats. Eventually it became common practice for libraries with 
diverse clientele (e.g. public, academic, corporate, special, etc.) to collect and 
share all media formats.  Today institutional libraries continue to expand 
collection development to include new digital formats such as DVDs, e-books, 
audio books and software.  
 Despite their ability to evolve with technology and formats, libraries 
should educate themselves about P2P technology and consider using it to 
replace other methods of digital information delivery.  While it may seem like a 
long shot to imagine BitTorrent replacing services currently offered by traditional 
libraries, users may come to find technologies such as BitTorrent are a more 
efficient method of meeting certain informational needs. 
While looking for the book Peer-to-Peer Computing: The Evolution of a 
Disruptive Technology by Subramanian and Goodman for use with this paper, 
and interesting thing happened. The UNC library system did not own the book so 
an interlibrary loan request for the title was submitted. In the past, the UNC 
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interlibrary loan department has been consistently strong at obtaining requested 
books. On this occasion, the ILL department informed me that my request was 
dropped because the title was too new and no libraries within the ILL consortium 
were holding a copy. The ILL encouraged me to place a request to the library’s 
collection development to purchase the book, a process that can take weeks for 
delivery of the desired title.  
Interestingly, when I searched the BitTorrent system for the book, it 
quickly turned up a torrent via a tracker that specializes in ebooks. Although I 
chose not to download the book for copyright reasons, the lesson here is 
obvious. A P2P network that can deliver a title faster and more efficiently than a 
research university’s library has become an alternative to institutional library 
culture.  
If BitTorrent continues to flourish and the collections housed by trackers 
continue to diversify, we can conclude that the technology will gain inroads with 
new users and establish a stronger base for future evolution.  Future progress 
will identify both winners and losers affected by P2P networks like BitTorrent.  It 
is not yet clear where libraries will end up in this spectrum.  
The potential of BitTorrent to compete with or work in conjunction with 
libraries for the dissemination of content merits attention by researchers. 
BitTorrent may bring about a radical redefinition of the institution of the library 
and will definitely foment considerable debate for years to come.  
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Conclusion--BitTorrent: Digital River of the Hacker Culture 
  
 BitTorrent is a popular P2P technology deployed across the Internet. The 
protocol has found a niche as a preferred method for the decentralized 
distribution of large files. BitTorrent uses tit for tat exchange to increase 
cooperation among peers and has developed a reputation for being efficient, 
scalable, and robust. BitTorrent is the result from years of open source 
development and exemplifies the open source development culture. P2P 
technology, and especially BitTorrent, makes up the digital river of the new 
millennium. This river is radically reshaping the landscape of digital content 
delivery and by all indications its powerful currents are only growing stronger. 
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